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The Broad Agency Announcement Information Delivery System (BIDS) is the system in
which all submissions and communications will flow. Communications outside of BIDS
may result in expulsion from the competition.
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1. INTRODUCTION.

This is an Irregular Warfare Technical Support Directorate (IWTSD) Broad Agency
Announcement (BAA) issued under the provisions of paragraph 6.102(d)(2)(i) of the Federal
Acquisition Regulation (FAR) to provide for the competitive selection of research proposals.
Contracts based on responses to this BAA are considered to be the result of full and open
competition and in full compliance with the provisions of Public Law (PL) 98-369 Section 2701,
“The Competition in Contracting Act.” Awards for submissions under this BAA are planned for
Fiscal Year (FY) 2026. No contract awards will be made until appropriated funds are available
from which payment for contract purposes can be made.

[NOTE: Persons submitting proposals are advised that only the Contracting Officer can obligate
the Government to any agreement involving expenditure of Government funds. |

1.1. Approach.
A two-phased proposal selection process will be used for this BAA to minimize cost and effort
for prospective offerors:

e Phase 1 will consist of the solicitation, receipt, and evaluation of a White Paper and applies
to only those submissions that have been accepted in Phase 1.

e Phase 2 will consist of the solicitation, receipt, and evaluation of a Full Proposal and applies
to only those submissions that have been accepted in Phase 1. Based on the priority of critical
requirements and the availability of funding,

Clarifications to White Papers and Full Proposals may be requested.

1.1.1 Type of Proposals.
Firm-fixed-price proposals are preferred for all requirements published in this BAA.

1.1.2. Cost Type Contracts.

Offerors interested in cost type contracts (to include Cost Plus Fixed Fee options) must
have an accounting system determined adequate by Defense Contract Auditing Agency/
Defense Contract Management Agency (reference FAR 16.301-3(a)(3)). If no
determination has been made, please contact BIDSHelp@iwtsd.gov for further guidance.

1.2. Small Business Set Aside.

The Government encourages nonprofit organizations, educational institutions, small businesses,
small disadvantaged business (SDB) concerns, Service-Disabled Veteran-Owned Small
Businesses (SDVOSBs), Historically Black Colleges and Universities (HBCU), Minority
Institutions (MI), women-owned businesses, and Historically Underutilized Business zone
enterprises as well as large businesses and Government laboratories to submit research proposals
for consideration and/or to join others in submitting proposals; however, no portion of the BAA
will be set aside for these special entities because of the impracticality of reserving discrete or
severable areas of research and development (R&D) in any specific requirement area.

1.3. Limitation of Funds.
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The Government intends to incrementally fund Cost Reimbursement contracts awarded from this
BAA as provided by FAR 52.232-22, “Limitation of Funds.” Most contracts awarded are
anticipated to be 12 to 24 months in duration and at times may include additional 6 to12 month
option(s). To facilitate incremental funding, submissions shall include the cost and schedule by a
task-phased structure with clear exit criteria, and shall be inclusive of all work to complete the
effort including any options. It is anticipated that the entire effort will be negotiated with the
initial contract award.

[NOTE: Based upon the availability of funding, the Government may have to partially fund
Fixed Price contracts in accordance with DFARS 252.232-7007, “Limitation of Government’s
Obligation.” In such cases, milestone payments will need to be a part of the full proposal.
Applicability of this issue will be stated in the email asking for a Phase 2 proposal.]

1.4. Technical Evaluation Support.

It is the intent of this office to use contractor support personnel in the review, evaluation, and
administration of all submissions for this BAA. All contractor support personnel will have access
to proprietary data and shall certify that they: (1) will not disclose any information pertaining to
this solicitation including any submissions, the identity of any submitters, or any other
information relative to this BAA; and (2) have no financial interest in any submissions evaluated,
reviewed, and administered. Submissions and information received in response to this BAA
constitutes permission to disclose that proposal data to certified evaluators under these
conditions.

1.5. BAA Package Download.

This BAA Package can be downloaded electronically in its entirety from IWTSD BAA
Information Delivery System (BIDS), https://bids.iwtsd.gov/, under Resources. Registration is
not required to download the BAA package; however, BIDS registration is required to upload a
response to the BAA.

1.6. BAA Contractual and Technical Questions.

All contractual and technical questions regarding this BAA, including the published
requirements and instructions, must be posted via either the BAA and Requirement Questions
features, accessible from the BIDS homepage via Have a Question?, or emailed to
BIDSHelp@iwtsd.gov. No other office personnel will acknowledge, forward, or respond to any
inquiries received in any manner concerning the BAA. All questions must be received no later
than 14 days after the release of the final BAA. Contractual questions and answers will be posted
periodically under BAA and Requirement Questions. Offerors are encouraged to periodically
review BAA Questions, accessible from the BIDS homepage via Have a Question?.

1.7. BIDS Website Help Requests.

For technical help using BIDS, submit questions to BIDSHelp@iwtsd.gov or by using the button
located under Have a Question?. Include a valid email address, your BIDS username, and a
detailed description of the question or concern in the comments block. To assure adequate time
to resolve any technical issues encountered, vendors should register and submit early. Technical
issues reported to the Help Desk less than 1 hour before the BAA closing date and time will not
be considered for extensions. Vendors may revise a submission up to the BAA's closing date and
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time. BIDS provides other valuable resources, such as Doing Business with the Government.
Reference documents noted in this BAA, such as the Quad Chart Sample and IWTSD Cost
Proposal Template, are available for download under Resources on the homepage menu bar.

A list of BIDS FAQs can be found in the Have a Question? section of BIDS.

2. GENERAL INFORMATION.
This section includes information applicable to all awards under this BAA.

2.1. Eligibility.

To be eligible for contract award, a responsible offeror must meet certain minimum standards
pertaining to financial solvency and resources, ability to comply with the performance schedule,
prior record of satisfactory performance, integrity, organization, experience, operational controls,
technical skills, facilities, and equipment. See FAR 9.104.

e All offerors must be registered in the System for Award Management (SAM) database
prior to award at _https://sam.gov/.

Other helpful information is provided under Doing Business with the Government on the BIDS
homepage.

2.1.1. Who is eligible?
All private companies, educational institutions, non-profit organizations both large and
small are able and encouraged to submit to the IWTSD BAA.

2.1.2. Federally Funded Research and Development Centers.

Only DOD-Sponsored Federally Funded Research and Development Centers (FFRDCs)
can compete with commercial sector Vendor submissions and will be evaluated using the
normal BAA process. For further information, reference DFARS 235.017-1.

2.1.3. Research Development and Engineering Centers (RDECs).

DOD Research Development and Engineering Centers (RDEC)s)/Labs, e.g., Naval
Research Lab (NRL) may submit to the IWTSD BAA. Submissions from RDECs/DOD
Labs will be evaluated only after all commercial sector vendor and DOD-Sponsored
FFRDC submissions have been evaluated and determined that such submissions did not
meet the BAA requirement.

IWTSD will inform the RDECs through a BIDS notification at time of submitter
registration that RDEC submissions will be reviewed last in the process, i.e., after all
commercial sector vendor and DOD Sponsored FFRDC submissions are reviewed and
determined that none meet the BAA requirement. RDECs/DOD Labs will also be
informed of this condition during registration in the BIDS system.

If an RDEC's/DOD Lab’s submission meets the BAA requirement and all other
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commercial sector vendor/DOD-Sponsored FFRDC submissions have been exhausted
(i.e., post non-select), correspondence with the RDEC will occur directly (Government to
Government) to establish a statement of work, deliverables, and MIPR/Work Order to
commence the project.

2.2. Procurement Integrity, Standards of Conduct, Ethical Considerations.

Certain post-employment restrictions on former federal officers and employees exist including
special Government employees (Section 207 of Title 18, United States Code (U.S.C.)). If a
prospective offeror believes that a conflict of interest exists, the offeror should make this known
to the Contracting Officer for resolution before time and effort are expended in preparing a
proposal.

2.3. Representation Regarding Certain Telecommunications and Video Surveillance
Services or Equipment.

FAR provision 52.204-24 applies to all BAA requirements. The full text of FAR provision
52.204-24 is below.

52.204-24 Representation Regarding Certain Telecommunications and Video
Surveillance Services or Equipment (Nov 2021)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the
Offeror has represented that it "does not provide covered telecommunications equipment or
services as a part of its offered products or services to the Government in the performance of
any contract, subcontract, or other contractual instrument" in paragraph (c)(1) in the
provision at 52.204-26, Covered Telecommunications Equipment or Services—
Representation, or in paragraph (v)(2)(i) of the provision at 52.212-3, Offeror
Representations and Certifications-Commercial Products or Commercial Services. The
Offeror shall not complete the representation in paragraph (d)(2) of this provision if the
Offeror has represented that it "does not use covered telecommunications equipment or
services, or any equipment, system, or service that uses covered telecommunications
equipment or services" in paragraph (c)(2) of the provision at 52.204-26, or in paragraph
(v)(2)(ii) of the provision at 52.212-3.

(a) Definitions. As used in this provision—

Backhaul, covered telecommunications equipment or services, critical technology,
interconnection arrangements, reasonable inquiry, roaming, and substantial or essential
component have the meanings provided in the clause 52.204-25, Prohibition on Contracting
for Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense
Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive
agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a
contract to procure or obtain, any equipment, system, or service that uses covered
telecommunications equipment or services as a substantial or essential component of any
system, or as critical technology as part of any system. Nothing in the prohibition shall be
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construed to—

(1) Prohibit the head of an executive agency from procuring with an entity to provide a
service that connects to the facilities of a third-party, such as backhaul, roaming, or
interconnection arrangements; or

(i1) Cover telecommunications equipment that cannot route or redirect user data traffic or
cannot permit visibility into any user data or packets that such equipment transmits or
otherwise handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for
Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after
August 13, 2020, from entering into a contract or extending or renewing a contract with an
entity that uses any equipment, system, or service that uses covered telecommunications
equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system. This prohibition applies to the use of covered
telecommunications equipment or services, regardless of whether that use is in performance
of work under a Federal contract. Nothing in the prohibition shall be construed to—

(1) Prohibit the head of an executive agency from procuring with an entity to provide a
service that connects to the facilities of a third-party, such as backhaul, roaming, or
interconnection arrangements; or

(i1) Cover telecommunications equipment that cannot route or redirect user data traffic or
cannot permit visibility into any user data or packets that such equipment transmits or
otherwise handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for
Award Management (SAM) (https://www.sam.gov) for entities excluded from receiving
federal awards for "covered telecommunications equipment or services".

(d) Representation. The Offeror represents that—

(1) It o will, o will not provide covered telecommunications equipment or services to the
Government in the performance of any contract, subcontract or other contractual instrument
resulting from this solicitation. The Offeror shall provide the additional disclosure
information required at paragraph (e)(1) of this section if the Offeror responds "will" in
paragraph (d)(1) of this section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror
represents that—

It o does, 0 does not use covered telecommunications equipment or services, or use any
equipment, system, or service that uses covered telecommunications equipment or services.
The Offeror shall provide the additional disclosure information required at paragraph (e)(2)
of this section if the Offeror responds "does" in paragraph (d)(2) of this section.
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(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If
the Offeror has responded "will" in the representation in paragraph (d)(1) of this provision,
the Offeror shall provide the following information as part of the offer:

(1) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity
name, unique entity identifier, CAGE code, and whether the entity was the original
equipment manufacturer (OEM) or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand;
model number, such as OEM number, manufacturer part number, or wholesaler number; and
item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any
factors relevant to determining if such use would be permissible under the prohibition in
paragraph (b)(1) of this provision.

(i1) For covered services—

(A) If the service is related to item maintenance: A description of all covered
telecommunications services offered (include on the item being maintained: Brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item
description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being
provided; and explanation of the proposed use of covered telecommunications services and
any factors relevant to determining if such use would be permissible under the prohibition in
paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has
responded "does" in the representation in paragraph (d)(2) of this provision, the Offeror shall
provide the following information as part of the offer:

(1) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity
name, unique entity identifier, CAGE code, and whether the entity was the OEM or a
distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand;
model number, such as OEM number, manufacturer part number, or wholesaler number; and

item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any
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factors relevant to determining if such use would be permissible under the prohibition in
paragraph (b)(2) of this provision.
(i1) For covered services—

(A) If the service is related to item maintenance: A description of all covered
telecommunications services offered (include on the item being maintained: Brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item
description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and
explanation of the proposed use of covered telecommunications services and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph
(b)(2) of this provision.

(End of provision)

2.4. Restrictive Markings on Proposals.

All proposals should clearly indicate content disclosure limitations. Submissions can be marked
as “Proprietary” or words to that effect; however, markings such as “Company Confidential” or
other phrases that could be confused with national security classifications shall not be used. All
paragraphs that contain proprietary information must be clearly marked. The Contracting Officer
may challenge proprietary markings if they are not substantiated.

2.5. Submission Handling/Rights in Technical Data and Computer Software/Patent Rights.

2.5.1. Procurement Integrity.

The Government shall comply with FAR 3.104 in its treatment of information submitted
in response to this BAA solicitation and marked with the individual’s or company’s
legend.

2.5.2. Submission Information and FOIA.

Records or data bearing a restrictive legend can be included in the proposal. However, the
offeror is cautioned that portions of the proposal are subject to release under the terms of
the Freedom of Information Act (FOIA), 5 U.S.C. § 552, as amended. In accordance with
FOIA regulations, the offeror will be afforded the opportunity to comment on, or object
to, the release of proposal information.

2.5.3. Rights in Technical Data and Computer Software.

Rights in technical data and computer software and software documentation provided in
the proposal are treated in accordance with the Department of Defense Federal
Acquisition Regulation Supplement (DFARS) 252.227-7016, “Rights in Bid and
Proposal Information.” Rights in technical data, and computer software and computer
software documentation in the resultant contract shall be in accordance with DFARS
252.227-7013 (regarding technical data) and DFARS Section 252.227-7014 (regarding
computer software and software documentation). Both clauses (DFARS sections
252.227-7013 and 252.227-7014) will be included in any noncommercial contract
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exceeding the simplified acquisition threshold. Table 1 contains these and related clauses
that may be included in the contract.

Table 1. Contract Clauses
DFARS Title
252.227-7013 Rights in Technical Data — Noncommercial Items
252.227-7014 Rights in Noncommercial Computer Software and
Noncommercial Computer Software Documentation
252.227-7016 Rights in Bid and Proposal Information
252.227-7017 Identification and Assertion of Use, Release, or Disclosure
Restrictions
252.227-7019 Validation of Asserted Restrictions - Computer Software
252.227-7025 Limitations on the Use or Disclosure of Government-
Furnished Information Marked with Restrictive
252.227-7027 Deferred Ordering of Technical Data or Computer
252.227-7028 Technical Data or Computer Software Previously
Delivered to the Government
252.227-7030 Technical Data - Withholding of Payment
252.227-7037 Validation of Restrictive Markings on Technical Data

2.5.4. Patents.

Patents in existence and patent applications pending at the time of the proposal, which
relate to the proposed effort, shall be identified in the White Paper and Full Proposal in
accordance with the clauses above.

2.6. Product and Deliverable Requirements.

All proposal phases shall include the costs for products and data deliverable requirements.
Minimum data (report) requirements include Monthly Status Reports (MSRs), meeting minutes
and a Final Technical Report even if the research is to be continued under a follow-on contract or
contract option. MSRs document program, technical, and financial status. The Final Technical
Report summarizes the project and associated tasks at the conclusion of each contract. Include
MSRs, the Final Technical Report, and any products and deliverables specific to the performance
of the proposed effort (e.g., system specification). The Government will provide the offeror with
a full listing of data deliverables (i.e., Contract Data Requirements List) in the request for Phase
2 Full Proposal. Additional products and deliverables could include prototype hardware,
software, or systems; test plans; test and technical reports; technical data; specifications;
requirements documents; computer programs or software; user manuals; drawings; or other
products and data. The number, types, and preparation instructions for products and deliverables
will be specified in the contract.

2.7. Distribution/Release Limitations.

The offeror should be aware that all resulting contracts or other awards will contain release
limitations for all data resulting from the effort in accordance with DFARS 252.204-7000. This
includes products, data, information, and services to be performed. The contractor shall protect
all data and information from disclosure, and shall not release any data or information by any
method of dissemination without prior Government approval.
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2.8. Subcontracting.

Pursuant to Section 8(d) of the Small Business Act (15 U.S.C. § 637(d)), it is the policy of the
Government to enable small business and small disadvantaged business concerns to be
considered fairly as subcontractors to contractors performing work or rendering services as prime
contractors or subcontractors under Government contracts, and to assure that prime contractors
and subcontractors carry out this policy.

2.9. Animal or Human Testing Compliance.

The contractor shall comply with all laws and regulations governing the use of animals or human
subjects in research projects. Information regarding compliance requirements for using humans
and animals in testing is also available on BIDS under Resources.

2.9.1. Animal Testing.
Any contract resulting from this BAA that potentially involves the testing of animals
shall include the following language:

Any contractor performing research on warm blooded vertebrate animals shall
comply with the Laboratory Animal Welfare Act of 1966, as amended, 7 U.S.C. §§
2131 - 2159, and the regulations promulgated thereunder by the Secretary of
Agriculture in 9 C.F.R. Parts 1 through 4, pertaining to the care, handling, and
treatment of vertebrate animals held or used for research, teaching, or other activities
supported by Federal contract awards. In addition, the contractor shall comply with
the provisions of Department of Defense Instruction (DODI) 3216.01, as
implemented by SECNAVINST 3900.38C, and DFARS 252.235-7002, “Animal
Welfare,” which is incorporated into this contract.

2.9.2. Human Subjects Testing.
Any contract resulting from this BAA that potentially involves the use of human subjects
in the research or study shall include the following language:

The contractor shall comply with all regulations promulgated by the Office of the
Secretary of Defense in 32 C.F.R. Part 219, pertaining to the protection of human
subjects. In addition, the contractor shall comply with the provisions of DODI 3216.02
and DFARS clause 252.235-7004. If human subjects are to be used at any time during the
project, the contractor shall have a Federal assurance that is acceptable to IWTSD before
involving human subjects. Additionally, the protocol shall be approved by a Federally-
assured Institutional Review Board (IRB) office named in the institution’s assurance. The
contractor shall prepare these documents and shall ensure that they are on file with
IWTSD prior to the start of research involving human subjects. Collaborators with the
contractor, to include IRBs, shall also comply with regulations to protect human subjects
for both classified and unclassified research. The contractor shall report all changes in the
protocol or consent form to the IWTSD Contracting Officer’s Representative as they
occur. Release of initial and follow-up funding will be contingent upon initial and
continuing reviews, and to other IRB and component requirements.
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2.10. Submission Document Language.
All submission documents must be in English.

2.11. Risk Management Framework.

The DOD requires all solutions that use information technology to follow current best practices
for maintaining cybersecurity. Standards and compliance apply even if the solution is a
component of a larger system. Information technology systems must be compliant with the DOD
Risk Management Framework as described in DOD Instruction 8500.01. Compliance with this
instruction ensures all projects account for information security from requirements gathering to
implementation, maintenance and continuous monitoring.

3. PROPOSAL PREPARATION.

This section provides information and instructions for the preparation and submission of all
phases under this BAA. All submissions must meet these requirements including format, content,
and structure, and must include all specified information to avoid disqualification, submission
rejection, or delays in evaluation.

3.1. BAA Information Delivery System (BIDS).

BIDS at https://bids.iwtsd.gov/ is used: (1) to provide public access to the BAA package; (2) to
collect all unclassified submissions; and (3) to collect placeholder records for all classified
submissions. BIDS also provides submission progress tracking, evaluation comment collection,
and results notification back to the submitter.

3.1.1. Submitter Registration.

A BIDS submitter registration is required to respond to this BAA. Registrations should
reflect the offeror’s contracting or business authority. The username, created by the
offeror, must be unique and is used for BIDS log in and submission tracking. Registration
acceptance for submitters is automatic, but takes several seconds to be recognized by
BIDS. A success email will be sent to indicate that the username and account are
accepted.

BIDS now requires the use of Multifactor Authentication (MFA). All accounts require
the download and configuration of the Okta Verify application on the cell phone they
wish to associate with a given account. Potential submitters are advised to complete this
step as soon as possible as Registrations not completed at least 1 hour before the BAA's
closing date and time will not be considered for extensions. Directions explaining how to
do this are available on the Vendor QuickCard and on the BIDS Resources page. BIDS is
email dependent and uses the registration email as the single point of contact (POC) for
all notifications associated with the BAA. This email address should be monitored
frequently during the BAA process for the notices. Submitters should periodically check
status in their account, not receiving a notification email does not constitute grounds to
appeal an evaluation decision. Spam blockers and other email security software may
cause a notification email to be rejected; check your account. Email addresses included in
the submissions or any other data field in BIDS will not be used for contact and
notification purposes.
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3.1.2. User Accounts and Password Resets.

Registration account information such as the POC, email, and password can be updated
after log in. The “Forgot your password?” link on the BIDS login page allows registered
users with a valid username to automatically reset a password. The system will verify the
account username and email and then send a new password to that email.

3.1.3. Registration and Account Help.
BIDS help requests can be emailed to BIDS administrators at BIDSHelp@iwtsd.gov or
submitted via the button located on the Have a Question? page.

3.1.4. Document Identifier.

The offeror shall include the document identifier in the header of each submission.
Document identifiers must match the BIDS submission record and should be constructed
before upload to BIDS.

3.1.4.1. Constructing Document Identifiers.

Document identifiers, auto-generated in part by BIDS, are based on Subgroup, the
requirement number, the username, and a Vendor Internal Tracking (VIT)
number. The underlined portion of the sample shown in Table 2 depicts the
segment automatically formed by BIDS.

Table 2. Sample Document Identifier and Components Definition

CBRNE-1112-ABCCORP-10703JT-QC

From Sample Document Identifier Component

CBRNE subgroup designation - from BAA

1112 requirement number - from BAA

ABCCORP username - from BIDS registration
VIT number - any alphanumeric combination (with

10703JT-QC no special characters or spaces) created by the
submitter for (submitter) tracking purposes along
with the document type suffix

3.1.4.2. Creating Vendor Internal Tracking (VIT) Numbers.

VIT numbers are unique identifiers created by submitters and entered in the
submission record during the upload process. VIT numbers can be any
alphanumeric combination (no special characters or spaces) chosen by the
submitter plus a suffix indicating the document type. BIDS enforces unique VIT
numbers and will not allow the submission record to be saved if the VIT number
has already been used. Table 3 provides sample VIT numbering formats for each
document type.

Table 3. Sample VIT Numbers for an Accepted Submission
Document Type Auto-generated by BIDS VIT#

Quad Chart +1-page | CBRNE-1112-ABCORP 10703JT-QC
addendum
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White Paper CBRNE-1112-ABCORP 10703JT-WP
Full Proposal CBRNE-1112-ABCORP 10703JT-FP

Offerors uploading more than one submission to the same requirement shall
create unique identifiers by adding a numbered sequence to the document type
suffix. Table 4 offers sample VIT number formats for multiple submissions to the
same requirement.

Table 4. Sample VIT Numbers for Multiple Submissions to the Same

Requirement
Submission # | Auto-generated by VIT# Sample 1 | VIT#
BIDS Sample 2*
Submission 1  |CBRNE-1112- 10703JT-QC1 QCl1
Submission 2 | CBRNE-1112- 10703JT-QC2 QC2
Submission 3 |CBRNE-1112- 10703JT-QC3 QC3
* NOTE: If the submitter does not require an internal tracking number, use
the document type designation.

3.2. BIDS Security and Access Control.

All data uploaded to BIDS is secure from public view and download. All submissions will be
considered proprietary/source selection sensitive and protected accordingly. The documents can
only be reviewed by the registrant and authorized Government and contractor representatives
with no conflict of interest.

3.3. Submission Changes.

Changes to uploaded submissions are permitted up to the closing date and time. If a modification
is required, update the original file in the source application and save. Convert to an acceptable
format (detailed below) if applicable. In BIDS, open the submission record under Previously
Uploaded Proposals. Only submissions with the Update Proposal status can be modified.
Changes can be made after clicking on the submission link. Click on the trash icon to delete the
old file. Use Choose File to select the revised document. Click Save Proposal to save the
changes. Documents cannot be edited online through the BIDS interface. File names must
contain no spaces or special characters. Ensure the file size does not exceed the prescribed limits.
To completely remove a submission from consideration, select Delete Proposal. Changes after
the submission due date and time are not permitted.

3.4. Special Handling Procedures for Classified Information.

If a submission contains classified information, the offeror must first create a placeholder record
in BIDS with an unclassified cover page attachment. Identify in the placeholder document that
the submission cannot be uploaded due to classification and include the method of delivery
(hand-carried, secure mail, etc.) as well as the tracking number, if applicable. The BIDS
Document Identifier must be clearly identified on the mailed document(s). Classified responses
(up to SECRET) must be appropriately and clearly marked (including all paragraphs and pages
containing the subject data), packaged, and shipped in accordance with classified material
handling procedures and security regulations pertaining to the level of classification for that
document. To obtain mailing instructions for classified submissions, email:
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Classified submissions must be received by the applicable due date and time. Classification in no
way eliminates the offeror’s requirement to comply with all BAA instructions.

3.5. Phase 1 White Paper Submissions.

Offerors shall prepare and upload a White Paper with no more than twelve (12) pages plus a
cover page in response to Phase 1 of this BAA. The cover page template is provided at the BIDS
website under Resources. The cover page is excluded from the White Paper page count. All
submission pages shall be 8 /2 by 11 inches, double-spaced with Times New Roman font no
smaller than 10 point; all margins shall be one inch. Each page of the submission shall contain
the document identifier in the document header. If the White Paper contains more than 12 pages
including tables, charts, and figures, only the first 12 pages will be evaluated.

3.5.1. Electronic File Format.

The White Paper shall be submitted in a single file. This file must be in Portable
Document Format (.pdf). Adobe Acrobat and MS Word can generate such files. The
document must be print-capable, without password, and no larger than 2048 KB. File
names cannot contain spaces or special characters. Apple users must ensure the entire file
name and path are free of spaces and special characters. Submissions that cannot be
opened, viewed, or printed will not be considered.

[NOTE: ZIP files and other application formats, such as Microsoft Office (.docx or .pptx)
are NOT acceptable.]

3.5.2. Phase 2 Document Upload.

To upload a next phase document, use the link back to BIDS provided in the acceptance
email, or log in to BIDS and navigate to Requested Proposals to open the accepted
record. Review the checklist then click Create Proposal and follow the instructions.

3.5.3. White Paper Content.

White Papers shall provide a description of the technical approach, the specific tasks and
deliverables by phase, schedule and cost estimate by phase, intellectual property and
government rights, transition planning for production, and a capability statement. The
offeror shall incorporate all clarification data requests from the acceptance email into the
submission. Indicate clarification entries by footnote and reference the requested item(s)
in the footer area. The following White Paper sections and details are required.

3.5.3.1. Cover Page.

A cover page template is provided BIDS under Resources. The cover page
includes necessary contractual information including the offeror’s contracting
POC (name, telephone number, email address, facsimile number, mailing address)
and business information such as your Unique Entity ID issued by the sam.gov
website. Include the proposed contract type, total cost, and the duration of all
phases/tasks. The cover page is excluded from the page count.
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3.5.3.2. Technical Approach.

Describe the proposed solution relative to the requirement. Focus content on
operational capabilities required to address the problem, the underlying theory
that supports the operational capability, and suggested concept of operations.
Identify end users that could be interested in the proposed solution and describe
how the solution will be a benefit. Include drawings, diagrams, charts, and tables
needed to explain the effort. Describe if, and where, the proposed
technology/solution has been, or is being used. Identify sponsoring agency and
funding resources; or if none, so state.

3.5.3.3. Tasks and Deliverables.

Identify the proposed tasks by phase in the order of occurrence. A phase must
have clear exit criteria to serve as a “go” or “no-go” decision point to proceed to
the next phase. Identify work that will be performed by other organizations or
agencies. Identify anticipated technical risks along with planned mitigation
efforts. Indicate any Government furnished material (GFM), equipment (GFE), or
information (GFI) that will be required with the task and need date; or state if
none. For each phase include the exit criteria and all products and deliverables as
defined in section 2.6 of this BAA. State if a phase is proposed as an option.

3.5.3.4. Schedule.

Develop a master project schedule preferably in Gantt chart format. The schedule
shall indicate the planned start and stop point for each phase with top level
subordinate tasks, estimated delivery dates, and completion dates. Indicate the
total project POP in months using January 30th as a notional start date through the
completion date. Please address plan to ensure timely delivery of supplies in a
restrictive global supply chain environment.

3.5.3.5. Cost.

Provide the proposed, task-phased budgetary estimate inclusive of any proposed
options. At a minimum, this estimate shall detail estimated labor hours and costs,
anticipated material costs, product and deliverable costs (see section 2.6. of this
BAA), and other costs (e.g., subcontracts, indirect rates, profit or fee rate) for
each phase/task. Costs allocated to other organizations (e.g., Government testing)
shall be clearly shown; or state if none. Changes in cost from those proposed in
the prior submission shall be explained. Address any concerns regarding material
that will be needed that may be associated with global supply chain delays and
cost control measures to ensure contract remains within negotiated material costs.

3.5.3.6. Intellectual Property, Technical Data, and Software.

Disclose/discuss all intellectual property, technical data, and/or software rights
that are intended to be used in connection with this submission. See section 2.5 of
this BAA for additional information.

3.5.3.6.1. Patents and Patent Applications.
Identify any existing, applied for, or pending patents that will be used in

Page 18 0of 40



the conduct of this effort. Provide patent number with date of issue and
title or patent application number with filing date and title. Any patent or
patent application that resulted from prior government funding should be
identified. If no patents or patent applications are relevant, so state. See
section 2.5 of this BAA for additional information.

3.5.3.6.2. Rights in Technical Data and Software.

Identify any technical data and/or computer software that will be delivered
with less than unlimited rights as prescribed in DFARS 252.227-7013 and
DFARS 252.227-7014. State if unlimited rights in technical data are
proposed. See section 2.5 of this BAA for additional information.

3.5.4.7. Transition from Prototype to Production.

Describe the overall strategy to transition the results of this development effort to
production once the funded effort is concluded. Briefly describe the overall
strategy for transition, potential partners, transition issues to include any obvious
regulatory, liability, interoperability, or financing issues. Discuss the interaction
with representative users and the concept for test and evaluation by those users
and follow on support of a product resulting from this effort.

3.5.4.8. Organizational Capability Statement.

Describe the offeror’s capability and/or experience in doing this type of work.
Identify technical team members or principal investigators and associated
expertise. If applicable, include a description of co-participants’ capabilities
and/or experience. State whether an agreement has been reached (or not) with the
co- participants. The offeror is only required to submit past performance
information in response to a request for Full Proposal.

3.6.5. Phase 1 Status and Inquiries.

Phase 1 is complete when all submissions have been accepted or rejected in accordance
with this BAA. Inquiries outside of the BIDS system (e.g., phone, email, etc.) concerning
the status of White Papers will not be accepted. After login to the BIDS website
submitters are able to check the status of their submission(s) under Previously Uploaded
Proposals.

3.6.6. Phase 1 Notifications to Offeror.

The Government will notify the offeror when a submission has been accepted or rejected.
Notification of acceptance with a request to submit the next phase document will be
emailed to the offeror’s contracting authority as entered in the BIDS registration and will
indicate the next submission type, clarification requests, and due date and time. Likewise,
rejection notifications will be emailed to the address provided in the BIDS registration.
Debriefings for White Papers will not be conducted due to the nature of BAAs. In
general, submissions are not considered for further review when they do not meet the
basic requirement, are too costly, do not fit the mission, or funding is not expected. All
White Papers are evaluated in accordance with section 4. Proposal Evaluation, of this
BAA.
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3.6. Phase 2 Full Proposal Submissions.

Offerors shall prepare and upload a Full Proposal, consisting of a Technical Proposal in Portable
Document Format (.pdf), a completed IWTSD Cost Proposal template (using the Microsoft
Excel format provided by IWTSD) along with a supporting Cost Narrative in .pdf, plus a cover
page, in response to Phase 2 of this BAA. All pages shall be 8 2 by 11 inches, double-spaced
with Times New Roman font no smaller than 10 point; all margins shall be one inch. Each page
of the submission shall contain the document identifier in the document header. The Technical
Proposal must be no more than 50 pages including tables, charts, and figures. If the document
contains more than 50 pages, only the first 50 pages will be evaluated. All paragraphs containing
proprietary information must be clearly marked. The Cost Proposal has no page limit; however,
unnecessarily elaborate or information beyond those sufficient to present a complete and
effective response is not desired.

Disclaimer - To minimize the cost and effort for submitters, Phase 2, Full Proposals, will only
be requested for qualifying solutions that have a high probability of award; however, the
Government reserves the right to cancel requirements, or any request for proposals for this
solicitation, at any time prior to award and shall not be liable for any cost of proposal preparation
or submission.

3.6.1. Phase 2 Due Date and Time.

All unclassified Full Proposals must be received electronically through BIDS no later
than the due date and time specified in the acceptance email. Likewise, classified
submissions must be received by the IWTSD Security Office by the due date and time;
offerors must create a placeholder record in BIDS with an unclassified cover page
attachment. Refer to section 3.4 of this BAA for instructions on classified submissions.
BIDS does not allow proposals to be uploaded or placeholders for classified submissions
to be created after the due date and time. Any proposal, regardless of classification,
submitted by any other means, or that is late, will not be considered by the
Government.

3.6.2. Electronic File Format.

The technical proposal must be submitted in Portable Document Format (.pdf). The
IWTSD Cost Proposal Template (MS Excel) must be completed and submitted with
formulas visible and the document unlocked. A supporting cost narrative must be
submitted in Portable Document Format (.pdf).

The document must be print-capable, without password, and no larger than 2048 KB. File
names cannot contain spaces or special characters. Apple users must ensure the entire file
name and path are free of spaces and special characters. Submissions that cannot be
opened, viewed, or printed will not be considered.

3.6.3. Phase 2 Document Upload.

To upload a next phase document, locate and open the accepted record under Requested
Proposals. Review any available files (e.g., SOW, CDRLS) and the checklist, then click
Create Proposal and follow the instructions.
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3.6.4. Full Proposal Components.

Full Proposal shall consist of three major sections (Technical Proposal and Cost Proposal
with a supporting Cost Narrative) described in this document, and can be uploaded to
BIDS as three separate files each limited to 2048 KB.

e The first section is the technical proposal and shall include all information related to
the proposal as specified in this BAA including figures, charts, and tables plus the
cover page.

e The second section is the cost proposal, which will show a breakdown of costs by
CLIN as well as phase using the Cost Proposal template. This template is available
on the Resources page of BIDS.

o Part of the cost proposal is a cost narrative that includes all cost data as well as an
explanation of changes in cost from those proposed in the prior submission.
Additionally, the offeror will include a cover page as follows:

A cover page template is provided at the BIDS website under Resources. The
cover page includes necessary contractual information including the offeror’s
contracting POC (name, telephone number, email address, facsimile number,
mailing address) and business information such as your Unique Entity ID issued
by the sam.gov website.. Include the proposed contract type, total cost, and the
duration of all phases/tasks.

3.6.5. Technical Proposal Content.

The Technical Proposal shall provide a technically detailed solution of the problem
addressed in the requirement and fully expand the technology proposed in the prior
submissions. The following sections and associated data are required. The offeror shall
incorporate all clarification data requests in the Phase 2 acceptance email. Indicate
clarification entries by footnote and reference the requested item(s) in the footer area.

3.6.5.1. Table of Contents.
The technical proposal shall include a table of contents noting the page number of
each section detailed below. The table of contents is excluded from page count.

3.6.5.2. Abstract.

The abstract is a one-page (or less) synopsis of the proposal that includes the title
and the basic approach to satisfy the requirement. Describe the overall scope of
work to be performed for the entire period of performance, inclusive of options.
The abstract shall stand alone and be suitable for release under the Freedom of
Information Act, 5 U.S.C. § 552, as amended.

3.6.5.3. Executive Summary.

An executive summary is a concise description of the technology and solution
being proposed. Include key information that demonstrates how the proposed
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solution meets the published requirement. The executive summary should not
introduce any new information not covered in the subsequent content.

3.6.5.4. Technical Approach.

Describe the technical approach for the proposed solution to meet the
requirement. Include technical details of the solution and fully expand the
technology proposed in the prior phase submission. Include the methodology,
underlying theory, system components, and operational scenario for the intended
users. Include drawings, diagrams, charts, and tables needed to explain the effort.
Describe relevant prior application of the proposed technology and/or solution,
how it is being used, and by whom. Identify sponsoring agency and funding
resources; or if none, so state. If subcontractors are proposed, include a detailed
description of the effort that they will be performing in support of or in addition to
the prime.

3.6.5.5. Project Plan.

The project plan shall be organized by phase and describe the work to be
performed along with all associated requirements to successfully complete the
proposed effort. Include a summary of the individual phases to follow.

3.6.5.5.1. Phases.

Phases shall be defined by the subset of tasks to be performed, phase
objectives to be accomplished, and the required POP to completion.
Phases shall be listed in order of occurrence. Identify phases that are
optional. Each phase must contain clear exit criteria that is measurable
evidence of completion and serves as a “go” or “no-go” decision point.
Each phase shall include a total cost.

3.6.5.5.2. Tasks Within a Phase.

For each task, provide a detailed description of the work to be performed.
Identify any work that will be performed by other organizations or
agencies; or if none, so state. Indicate if an agreement is in place for the
resources.

3.6.5.5.3. Products and Deliverables.

Identify all deliverables - products as well as documentation and reports -
for each Task/Phase. Refer to section 2.6 of this BAA for minimum
reporting requirements, and additional products and deliverables in
performance of the effort proposed.

3.6.5.6. Master Schedule.

Develop a master project schedule that includes phase start and stop dates as well
as major milestones, critical tasks, and report and product delivery dates. Assume
a start date immediately upon execution of contract. Use January 30th as a
notional start date. Indicate any optional phases.

Page 22 of 40



3.6.5.7. Government Furnished Equipment.

Reasonably identify all Government furnished equipment (GFE), materials,
facilities, or information with the need date and suggested source at the time of
proposal submission. GFE includes, but is not limited to: Government email
accounts, SIPRNET access, Common Access Cards (CACs), and/or space at an
IWTSD or other Government facility (e.g., permanent residence, temporary
residence, or testing). Upon identifying GFE, if an offeror’s proposal is selected
for contract award, the proposed GFE will be identified in the resulting contract.
Failure to adequately identify necessary GFE may result in contract termination
due to the offeror’s inability to perform under this competitive source selection.
State if Government equipment, materials, facilities, or information are not
required.

3.6.5.8. Project Risks and Mitigation.
Identify anticipated technical and management risks along with planned
mitigation efforts. Indicate the risk assessment as high, medium, or low.

3.6.5.9. Organizational Capability Statement.

Include a brief description of the offeror’s organization. Describe the offeror’s
capability and/or experience in doing the type of work being proposed. If
applicable, include a description of co-participants’ capabilities and/or experience.
State whether an agreement has been reached with the co-participants. Provide at
least three references, to include points of contact, for like or similar work.

3.6.5.10. Organizational Resources.

Identify key technical personnel and principal investigator(s) including alternates
and co-participants, if applicable. Include a brief biography, relevant expertise,
and a list of recent publications for each. Identify any team members with
potential conflicts of interest. Possible conflicts of interest include personnel
formerly employed by the federal Government within the past two years from the
date of proposal submission. Provide name, duties, employing agency, and dates
of employment; or state if none.

3.6.5.11. Intellectual Property, Technical Data, and Software.
All anticipated intellectual property, technical data or software rights shall be
disclosed. See section 2.5 of this BAA for additional information.

3.6.5.11.1. Patents and Patent Applications.

Identify any existing, applied for, or pending patents that will be used in
the conduct of this effort. Provide patent number or application number
and title. Any patent that resulted from prior Government funding should
be identified. State if no patents or patent applications are relevant.

3.6.5.11.2. Rights in Technical Data.
State if unlimited rights in technical data are proposed. If not, identify any
technical data and/or computer software that will be delivered with less
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than unlimited rights as prescribed in DFARS 252.227-7013 and DFARS
252.227-7014. When less than unlimited rights are proposed, a data rights
assertion table shall be provided as prescribed in DFARS 252.227-7017.

3.6.5.12. Transition from Prototype to Production.

Describe the approach and issues related to transition or commercialization of the
results of this effort to an operationally suitable and affordable product for the
intended users to include the following. The cost to prepare the Transition Plan
should be detailed in the cost proposal. Additional information regarding the
Transition Plan can be found in the IWTSD Technology Transition Handbook
located on BIDS under Resources.

[NOTE: If the specific requirement will not reasonably result in a prototype (e.g.,
study, service requirement), state “Not Applicable to this Requirement” and

justify why.]

3.6.5.12.1. Transition Strategy.

Provide the overall strategy for transition to production (licensing,
partnering, or venturing) along with the associated timelines for actions
associated with the transition. Describe the roles of current development
partners, subcontractors, or other organizations that will be leveraged. If
the offeror is not a commercial entity, indicate if a commercial partner has
been identified. Discuss barriers to commercialization, such as anticipated
regulatory issues (such as environmental, safety, health, and
transportation), liability issues, interoperability, and financing, and
planned steps to address these barriers.

3.6.5.12.2. Transition Approach.

Describe the type and level of effort envisioned to take the technology
from its state at the end of the development effort to a production ready,
affordable, operationally suitable product (such as size and/or weight
reduction, packaging, environmental hardening, integration, additional test
and certification). Provide an estimate of any costs to transition the
prototype to low rate initial production. Provide the estimated production
unit price for the end users.

3.6.5.12.3. Test and Evaluation.

Describe the plan to involve representative users during the design and
development process and the general plan for test and evaluation by
representative end users. If the phases of performance include
representative user test and evaluation: (1) ensure coordination of user
participation is thoroughly discussed in the technical approach; and (2)
state “Representative User Participation will occur during contract
performance.”

3.6.5.12.4. Operational Support.
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Describe the estimated level of training needed to prepare users to utilize
the product in an operational environment. Discuss the anticipated support
concept such as level(s) of repair, spare parts, warranties, operation and
maintenance technical manuals, simulators, and other logistics
considerations.

3.6.5.13. Human Subjects and Animal Testing.

The proposal shall provide a statement regarding the anticipated use of human
subjects or animals in testing, or state if none. If yes, procedures for complying
with all laws and regulations governing the use of animals or human subjects in
research projects shall be included in the technical proposal. See section 2.9,
“Animal or Human Testing Compliance” in this document for details.

3.6.5.14. Environmental Impact.
The proposal shall provide a statement regarding the impact of the work proposed
on the environment. State if no impact exists.

3.6.5.15. Classification and Security.

If the offeror is proposing to perform research in a classified area, indicate the
level of classification of the research and the level of clearance of the potential
principal investigator and all proposed personnel. The contractor shall include
facility clearance information. Also, the contractor shall indicate the Government
agency that issued the clearances. State if the proposed effort is unclassified.

3.6.5.16. Subcontracting Plan.

If the total amount of the proposal exceeds $750,000 and the offeror is not a small
business, the offeror shall submit a subcontracting plan for small business and
small socially and economically disadvantaged business concerns. A mutually
agreeable plan will be included in and made a part of the resultant contract. The
contract cannot be executed unless the contracting officer determines that the plan
provides the maximum practicable opportunity for small business and small
disadvantaged business concerns to participate in the performance of the contract.
The Subcontracting Plan/information is excluded from page count.

3.6.6. Cost Proposal.

The offeror and each significant subcontractor, if any, shall fill out the IWTSD Cost
Proposal Template (available on BIDS under Resources) and submit all supporting cost
or pricing data along with any other supporting attachments. All prepared spreadsheet
formulas must be accessible. As soon as practicable after agreement on price, but before
contract award, the offeror shall submit a Certificate of Current Cost or Pricing Data for
contracts exceeding $2,000,000 as prescribed by FAR 15.406-2.

[NOTE: To determine the reasonableness of the cost proposal, the Government may
request additional supporting documentation for proposed costs. ]

3.6.6.1. Cost Narrative.
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Provide a narrative discussing/substantiating elements of the cost proposal.
Provide a separate summary of the total cost for each phase and for the total of the
entire effort proposed. Indicate optional phases. Explain changes in cost from
those proposed in the previous submission. The Cost Narrative must be submitted
in PDF (.pdf) format with Times New Roman font no smaller than 10 point.

3.6.6.1.1. Table of Contents.
The cost narrative shall include a table of contents noting the page number
of each section detailed below.

3.6.6.1.2. Direct Labor Costs.

Detail the direct labor cost estimate by showing the breakdown of labor

hours, rates, cost for each category, and furnish the basis for the estimates.

e Labor Category. Include a detailed description of the category.

e Labor Hours. Include a Basis of Estimate for the proposed hours.
Detail hours to be worked by each labor category proposed per each
task, per each fiscal year and cumulatively.

e Labor Rates. Rates shall be in accordance with established rate
agreements. If no rate agreement exists, use payroll data with actual
rates to substantiate the proposed rates. If fully loaded rates are
proposed, the offeror shall identify the base rate and build up.

e FEscalation. Identify the escalation rate, how the rate is applied, and
provide justification for the rate used.

3.6.6.1.3. Indirect Costs.

Indicate how the offeror has computed and applied offeror’s indirect costs
(e.g., overhead, G&A, material burden). Indicate the rates used and
provide an appropriate explanation.

3.6.6.1.4. Other Direct Costs.

Identify all other costs directly attributable to the effort and not included in

other sections (e.g., special tooling, travel, computer and consultant

services, preservation, packaging and packing, spoilage and rework) and
provide the basis for pricing.

e Travel. The basis for travel estimates will include trip purpose,
departure site and destination, number of persons traveling, number of
days, ground transportation requirements, and detailed costs for
airfare, hotel, rental cars, and per diem allowances per Federal Travel
Regulations (FTR).

e Materials. Submit a detailed Bill of Materials identifying each discrete
material component. Backup documentation must be submitted to
explain the basis of estimate for at least 80 percent of the total material
cost proposed. Backup documentation may include actual production
costs, catalog listings, supplier quotes, actual invoices, or other
documentation from a third-party source which verifies the proposed
price.
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e Consultants. If any consultants are to be used, the offeror shall submit
consultant quotes for hourly rates, estimated number of hours required,
and justification.

e Subcontractors. If any subcontractors are to be used, the offeror shall
submit complete subcontractor quotes or proposals as part of the
proposal. Subcontractor proposals will be evaluated along with the
prime’s proposal, and they are expected to contain the same level of
detail as a prime proposal. Subcontractors providing commercial items
may submit a commercial quote instead of a detailed proposal.

[NOTE: In order to protect proprietary data, subcontractors may
submit their detailed cost proposals directly to the Contracting Officer
instead of submitting to the prime contractor. If this occurs, the prime
is responsible for ensuring subcontractor’s submission is timely and is
completed in accordance with these instructions. ]

3.6.6.1.5. Government Furnished or Contractor Acquired Equipment.
Identify the external property or materials required to perform the task in
the summary. Separate items to be acquired with contract funds and those
to be furnished by the Government. Reasonably provide the description or
title and estimated unit and total costs of each item (i.e., manufacturer,
catalog price, or previous purchase price). When such information on
individual items is not available, the items should be grouped by class and
estimated values indicated. In addition, the offeror shall include a
statement of the extent to which the offeror is willing to acquire the items.

[NOTE: The FAR generally prohibits providing an industrial contractor
with facilities (including plant equipment and real property) with a unit
acquisition cost of less than $10,000.]

3.6.6.1.6. Profit or Fee.

Include the profit or fee proposed for this effort. State if no profit or fee is
proposed. Include a discussion, in the summary, of risk, technical
difficulty, need for management/oversight, exceptional circumstances, etc.

3.6.6.1.7. Competitive Methods.

For those acquisitions (e.g., subcontract, purchase orders, material orders)
over $250,000 priced on a competitive basis, also provide data showing
degree of competition and the basis for establishing the source and
reasonableness of price. For inter-organizational transfers priced at other
than cost of the comparable competitive commercial work of the division,

subsidiary, or affiliate of the contractor, explain the pricing method (See
FAR 31.205-26(¢)).

3.6.6.1.8. Established Catalog or Market Prices/Prices Set by Law or
Regulation.
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When an exemption from the requirement to submit cost or pricing data is
claimed, whether the item was produced by others or by the offeror,
provide justification for the exemption.

3.6.6.1.9. Royalties.
If more than $250, provide the following information on a separate page
for each separate royalty or license fee:

e Name and Address of Licensor.

e Date of the License Agreement.
[NOTE: A copy of the current license agreement and identification of
applicable claims of specific patents shall be provided upon request by
the contracting officer. See FAR 27.204 and FAR 31.205.37.]

e Patent numbers, patent application serial numbers, or other basis on
which the royalty is payable.

e Brief description (including any part or model numbers of each

contract item or component on which the royalty is payable).

Percentage or dollar rate of royalty per unit.

Unit price of contract item.

Number of units.

Total dollar amount of royalties.

3.6.6.2. Facilities Capital Cost of Money.

When the offeror elects to claim facilities capital cost of money as an allowable
cost, the offeror must submit Form CASB-CMF and show the calculation of the
proposed amount. See FAR 31.205-10.

3.6.6.3. Other Funding Sources.

The proposal shall provide the names of other federal, state, or local agencies, or
other parties receiving the proposal and/or funding or potentially funding the
proposed effort. State if no other funding sources or parties are involved.

3.6.6.4. Additional Information/Documents.
Additional information/documents to be included in the Cost Narrative:

e Business/Cost Checklist. The offeror shall complete and include a copy of the
Business/Cost Checklist found at the BIDS website under Resources.
Information and documents required in the Business/Cost Checklist shall be
included in this proposal.

o Terms & Conditions. The offeror shall identify any anticipated/proposed
contract terms and conditions in the proposal summary.

e Proposal Validity. The proposal shall remain valid for a period of no less than
180 days from submission.

e Forward Pricing Rate Agreement. If the offeror has an applicable rate
agreement with DCAA (or another Federal Agency, e.g., HHS), please
include a copy of the agreement and provide a point of contact to your
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cognizant DCAA office. If the offeror has not previously been audited by
DCAA, the procuring office may request an audit to verify the proposal labor
direct and indirect rates. This applies to both prime contractors and
subcontractors.

e ACH Form. The offeror will submit a completed ACH Form. (Found on BIDS
under Resources).

o VETS-4212. The offeror will submit the most recent VETS-4212 filing
confirmation.

e Subcontracting Plan. If the offeror is a large business and work will be
performed in the United States, a Small Business Subcontracting Plan shall be
submitted if the contract is expected to exceed $750,000.

e Past Performance. The offeror shall provide information on previous Federal
Government prime or subcontracts featuring endeavors relevant (i.e., within
the past three years and of similar size and complexity) to the specific
requirement.

3.6.7. Phase 2 Notifications to Offerors.

Notification of acceptance or rejection of a Phase 2 submission will be sent via email to
the offeror’s principal contact as entered in the BIDS registration. Acceptance of a Full
Proposal does not guarantee a contract will be awarded. If the Government does not
accept the Phase 2 proposal, the offeror may request a formal pre-award debriefing.

3.6.8. Phase 2 Protests.

Offerors are encouraged to see resolution within the agency before filing a protest.
Offerors who choose to submit any protest, must do so directly to the IWTSD
Contracting Officer. All such protests will be processed under procedures that depend on
whether the protest is directed to the agency, or to the Government Accountability Office
(GAO) or to the Court of Federal Claims. Should the offeror choose to submit a protest,
the Offeror must clearly label whether such protest is to the agency, GAO or the Court of
Federal Claims. The Government will deem receipt of the protest by the Contracting
Officer as constituting receipt or purposes of determining timeliness. Addresses for
receipt confirmation can be requested via the BIDS Help function.

3.6.9. Phase 2 Status and Inquiries.

Phase 2 is complete when the Government concludes technical evaluations of all
submissions and awards any contracts considered under this BAA. Inquiries by phone
concerning the status of Full Proposals will not be accepted. After log in to the BIDS
website, submitters are able to check the status of any submission under Previously
Uploaded Proposals.

3.7. Clarification Requests.

Should the offeror be asked to submit clarifications to a Phase 1 White Paper or a Phase 2 Full
Proposal, the BIDS email from the Contracting Officer will contain instructions on the specific
request and associated requirements. BIDS will use CL (Clarification) instead of WP (White
Paper), or FP (Full Proposal) as the Document Identifier designation (e.g., CL CBRNE-1112-
ABCORP—xxxx-CL; where xxxx-CL is the VIT entered by the submitter). The request will
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contain the due date and time and can be less than the standard 30-day response time depending
on the nature of the request.

3.8. Instructions for Offeror “No-bid” and Submission Withdrawal.

From time to time, an offeror decides not to submit a subsequent Phase 2 submission. If this is
the case, the offeror shall indicate in BIDS that they are not providing the subsequent
submission. The offeror shall follow the steps identified in BIDS to upload a submission and
attach a document to indicate the withdrawal of the previous submission and the intent to not
participate in further submissions. If possible, the Document Identifier should reflect the
submission status (e.g., CBRNE-1112-ABCORP—xxxx-WD or xxxx-NoBid). To withdraw a
submission after the due date and time, notify the contracting officer at BIDSHelp@iwtsd.gov.

4. PROPOSAL EVALUATION.

This section describes the criteria that will be used to evaluate each submission. The phase of the
submission will determine the extent that each criterion applies based on the information
requirements described in Section 3. Criteria are not weighted, and submissions are not ranked.

4.1. Evaluation Criteria.

The criteria used to evaluate and select proposals for projects are described as follows. Each
proposal will be evaluated on its own merit and relevance to the program requirements rather
than against other proposals in the same general research area.

4.1.1. Basic Requirement.

The proposed solution must meet the letter and intent of the stated requirement; all
elements within the proposal must exhibit a comprehensive understanding of the problem
and the requirements of intended end users. The proposed solution must meet multiple
user (U.S. Government or commercial) needs and be fully compliant with all elements of
the solicitation including format, content, and structure as well as all BAA instructions.

4.1.2. Technical Performance.

The proposed technical approach must be feasible, achievable, complete, and supported
by a proposed technical team that has the expertise and experience to accomplish the
proposed tasks. Task descriptions and associated technical elements are to be complete
and in a logical sequence. All proposed deliverables must clearly define a final product
that meets the requirement and can be expected as a result of the award. The proposal
must identify and clearly define technical risks and planned mitigation efforts. Those
risks and the associated mitigation must be defined, feasible, and reasonable. The roles of
the prime and other participants required must be clearly distinguished and
pre-coordination with all participants (including Government facilities) fully
documented.

The requirement for and the anticipated use or integration of Government Furnished
Equipment/Information/Property (GFE/GFI/GFP) including all equipment, facilities, and
information, must be fully described including dates when such GFE/GFI/GFP will be
required. Intellectual property ownership and the planned transition to production must be
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adequately addressed, including a support concept for the product described. Similar
efforts completed by the offeror in this area must be fully described including
identification of other Government sponsors.

4.1.3. Cost.

The proposed costs must be both reasonable for the work proposed and achievable. The
proposal must document all anticipated costs including those of subcontractors. The
proposal must demonstrate that the offeror has fully analyzed budget requirements and
addressed resulting cost risks. The proposal must indicate all cost-sharing and leveraging
opportunities explored and identified and the intellectual property expectations associated
with that cost-sharing. Other sponsors who have funded or are funding this offeror for the
same or similar efforts must be identified by agency, program manager name, phone
number and email address.

4.1.4. Schedule.

The proposed schedule must be reasonable, achievable, and complete. The proposal must
indicate that the offeror has fully analyzed the project’s critical path and has addressed
the resulting schedule risks.

4.1.5. Contractor Past Performance.

Past performance is a confidence assessment based upon the probability of successfully
performing the requirement. The offeror’s past performance in similar efforts must
clearly demonstrate an ability to deliver products that meet the proposed technical
performance requirements within the proposed budget and schedule. The proposed
project team must have demonstrated expertise to manage the cost, schedule, and
technical aspects of the project.

5. TECHNOLOGY DEVELOPMENT REQUIREMENTS AND OBJECTIVES.

This section provides the requirement descriptions and overall technical objectives. The intent of
this BAA is to identify technologies and approaches that provide solutions that enhance the
capabilities for DOD to conduct Irregular Warfare (which includes missions of unconventional
warfare (UW), stabilization, foreign internal defense (FID), counterterrorism (CT), and
counterinsurgency (COIN)) against all adversaries and to deliver those capabilities to DOD
components and interagency partners through rapid research and development, advanced studies,
and technical innovation.

Where noted, T = Threshold and O = Objective.

5.1. Advanced Analytics (AA)

R5162 Strategic Course-of-Action Predictive Analysis System (SCOPAS)

The Wargaming Information Operations (WARIO) effort conducted social science research to
produce realistic and quantitative parameters for IO wargaming. It then incorporated those
parameters into a standalone modeling platform developed via a DARPA contract called Dagger.
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Dagger allows users to create hierarchical dependencies of events and information, facilitating
analysis of possible downstream impacts based on changes in initial assumptions and conditions.
A next-generation influence tool requires the ability to access large language models (LLM) and
evolving technology to determine the values of the variables identified in the Influence
Correlations of Forces and Means (ICOFM) math. The influence Dagger model currently lacks
the ability to automatically determine the values necessary to populate the variables used in the
ICOFM math upon which the dependency model is based. This lack of automation leads to
significant time from analysts to determine and input values. The current system also lacks
customization options for different scenarios and accompanying insights, which require agile
constructs and applications.

Develop, test, and evaluate a Strategic Course-of-Action Predictive Analysis System (SCOPAS)
software that merges WARIO’s Dagger capabilities with an LLM-enabled predictive analytics
capability and provides COA planners/designers/operators the ability to perform decision science
at scale. The software shall utilize an LLM to ingest and process multiple sets of documents, and
then 1) identify signals and emerging trends, 2) frame different future scenarios, and 3) project
how the predicted outcomes might impact the mission. The SCOPAS software shall also include
software tool(s) that automate the generation of Dagger models through generative Al (GAI),
ingest structured data (i.e., spreadsheets) and unstructured data (i.e., text and imagery) to
generate structured Dagger dependency models, support scenario generation based on actions
taken by the user, and output measures of effectiveness (MOEs) to provide new courses of
action. SCOPAS shall be capable of generating analytic products and reports, including course-
of-action/strengths-weaknesses-opportunities-threats (COA/SWOT) analysis.

Competitive proposals shall use an iterative or agile approach to development that allows
DOD end users to test/sample milestone software releases (i.e., alpha, beta, etc.) and offer
guidance on software performance and alignment with the desired end-state.

Base Contract Deliverables:
e Phase | - Deliver a production prototype SCOPAS software with supporting
documentation.
e Phase 2 - Support three (3) months of operational testing and evaluation (OT&E)
with selected DOD end users, to enhance underperforming features, resolve
software stability issues, and issue software patches.

Contract Options:

e Deploy production prototype software with Authority to Operate on an Impact
Level (IL)-4 DOD end user selected enclave (e.g., Government network, cloud, or
enterprise server).

e Deploy production prototype software with Authority to Operate on an IL-6 DOD
end user selected enclave (e.g., Government network, cloud, or enterprise server).

The Contractor shall follow the DOD Risk Management Framework (RMF) based on
Instruction 8510.01 — Risk Management Framework for DOD Systems.
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Developers will be required to provide end user training on all systems delivered. The
Government is seeking Government Purpose Rights to all deliverables and unlimited rights to
technical data and training data.

R5173 Automated Conditions Modeling Environment (ACME)

The DOD developed an Exploitable Conditions Model (ECM), a system-of-systems model
grounded in the social, behavioral, physical, and cognitive sciences, that provides a “map” of
the dynamic and complex context in which Joint Force and partner nations’ operations take
place. The ECM links 162 factors (nodes, in systems nomenclature) through 1,060 edges
(relationships) to describe the series of direct and indirect connections that determine the
conditions of the operational environment. It is based on over 24 months of intensive research
and over 3,000 source citations from peer-reviewed articles, reports, and databases, and was
subjected to rigorous validity testing during development and deployment. The “paper ECM”
(MS Excel) was designed to systematically model this environment in a queriable, digestible
fashion for a variety of future analyses and scenarios. However, in its “paper” form, the model
is inefficient, limited in scope, and available only to a small number of users.

Develop, test, and evaluate a full package software version of the ECM model and process,
utilizing the existing “paper ECM” to develop an interactive web-application dubbed
Automated Conditions Modeling Environment (ACME). The proposed web-based,
collaborative ACME shall address “paper ECM” capability gaps, and enhance the model’s
utility (e.g., number of users, currency, analytic products). ACME outputs shall also include
fully unclassified, shareable analytic pieces (a known requirement of the Commands that
work with our global allies and partners).

The ACME shall support a systematic approach to planning, resource allocation,
assessments/effects, collections prioritization, and partner and interagency coordination by
providing a comprehensive picture of the conditions that characterize the future operational
environment (OE). This holistic approach incorporates a wide variety of relevant systems:
economics and energy; the environment and climate change; technology, communication, and
information; military and security; societal conditions like basic needs and demographics; and
governance, infrastructure, and public goods provision. The software shall enable analysts to
determine the factors and conditions of the future operational context, and identify
non-intuitive, cascading (nth order), and complex effects not captured in other approaches.

ACME shall include a graphic user interface (GUI) with query windows, drop-down menus,
embedded references, and savable workspaces. Users must be able to visually render and
query smaller portions of the complete model for analysis of particular issues/problem sets,
displaying bespoke sets of nodes via point-and-click functionality (“diagram editing”). Users
must be able to add additional ‘core models’ for different Areas of Responsibilities
(AORs)/combatant commands, and pull in references, definitions, summaries, and data
recommendations from queriable and updatable underlying databases. The software must
also include a temporary “tailoring mode” to insert nodes or change pathways for short-term
analysis and desktop scenario testing (without impacting the core model).

Competitive proposals shall use an iterative or agile approach to development that allows
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DOD end users to test/sample milestone software releases (alpha, beta, etc.) and offer
guidance on software performance and alignment with the desired end-state.

Base Contract Deliverables:
e Phase | - Deliver a production prototype ACME software with supporting
documentation.
e Phase 2 - Support three (3) months of operational testing and evaluation (OT&E)
with selected DOD end users, to enhance underperforming features, resolve
software stability issues, and issue software patches.

Contract Options:

e Deploy production prototype software with Authority to Operate on an Impact Level
(IL)-4 DOD end user selected enclave (e.g., Government network, cloud, or enterprise
server).

e Deploy production prototype software with Authority to Operate on an IL-6 DOD end
user selected enclave (e.g., Government network, cloud, or enterprise server).

The Contractor shall follow the DOD Risk Management Framework (RMF) based on
Instruction 8510.01 — Risk Management Framework for DOD Systems.

Developers will be required to provide a virtual five (5) day train-the-trainer course for up to
ten (10) designated individuals, and a user guide-quick start manual, on all systems delivered to
enable end users to support OT&E. The Government is seeking Government Purpose Rights to
all deliverables and unlimited rights to technical data and training data.

R5175 BATTLE MAIDEN

The Asymmetric Target Acquisition Center (ATAC) at Special Operations Command South
(SOCSOUTH), Task Force 40-25, U.S. Army Special Operations Command (USASOC), Naval
Special Warfare Command (WARCOM), and other theater special operations commands
(TSOCs) have identified a multifaceted capability gap that hinders effective operational and
intelligence analysis at the unclassified level. This gap encompasses the need for advanced
analytics to create collision events against procured curated Order of Battle (OOB) advertising
technology (AdTech) data for key adversarial nations, the integration of Tensor Completion (TC)
models for discovery across diverse datasets, such as compatible breach, netflow, and other
datasets to illuminate key insights. Analysts currently face significant challenges in identifying
paired devices, linking disassociated datasets, and accessing comprehensive AdTech datasets for
situational awareness and targeting. The existing technology is limited with a reliance on
classified systems that impede partner information sharing and a lack of unclassified, integrated
data feeds that support in-depth analysis and partner-sharing to enable effects.

Develop, test, and evaluate a unified analytics platform that addresses these gaps by providing a
suite of capabilities, analytics, and data feeds that enable analysis at an unclassified level. This
solution will capture data collisions (e.g., AdTech + hashed identifiers + breach) in the cloud
environment and correlate for discovery in a Ul, such as MME's Shadow View, to then layer a
sophisticated collision event analytics system in the UI with the capability to generate unique
pair IDs with locational accuracy and device anomalies (e.g., OOB paired with separate OOB).
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Additionally, the platform will utilize a TC model to expedite discovery across datasets, resolve
holes and discrepancies in real-world “dirty datasets” (e.g., datasets with errors, inconsistencies,
holes, or perversions), and offer a global OOB curated AdTech data feed for enhanced situational
awareness. The data/analytics/models/software shall be designed for ingestion and
interoperability with an Impact Level 4 (IL-4) cloud environment possessing a user interface
(UI), such as USASOC's Modular Mission Environment (MME). The platform will support
publicly available information (PAI) research, digital reconnaissance, and open-source
intelligence (OSINT), and will include daily data feeds, weekly updates, and a feedback
mechanism for iterative development. The 12-month OT&E period will focus on operational use
cases in Eastern Europe, Western Asia, and the Western Hemisphere, with the potential for
extended support and transition based on the evaluation of the TRL-7 capability in collaboration
with U.S. Special Operations Command (USSOCOM) and other interested parties.

Competitive proposals shall use an iterative or agile approach to development that allows
DOD end users to test/sample milestone software releases (alpha, beta, etc.) and offer
guidance on software performance and alignment with the desired end-state.

Base Contract Phases:

e Phase 1: The vendor shall work with U.S. Government (USG) stakeholders
(SOCSOUTH ATAC and other designated partners) to identify research, analysis,
and procurement recommendations/actions of the best data sets to incorporate in
BATTLE MAIDEN. Concurrently, the vendor shall develop a detailed plan,
backend environment requirements, and software architecture to inform Phase 2.

e Phase 2: Layer, collide, and integrate datasets in a segmented cloud environment
to inform collision analytic creations. Use TC modeling to optimize data
exploitation for specific use cases.

e Phase 3: Fully deploy TC models into the cloud environment and iteratively shape
inputs for optimized outputs in a mature user interface (UI).

The Contractor shall follow the DOD Risk Management Framework (RMF) based on
Instruction 8510.01 — Risk Management Framework for DOD Systems. The production
prototype software shall be RMF compatible to support Conditional Authority to Operate on
an Impact Level (IL)-4 DOD end user selected enclave (e.g., Modular Mission Environment
or other selected enclave).

Developers will be required to provide end user training on all systems delivered. The
Government is seeking government purpose rights to all deliverables and unlimited rights to

technical data and training data.

5.2. Advanced Development (AD)

R5196 Leveraging AI/ML for Enhanced Cyber Threat Detection and Response
Cybersecurity professionals and User Activity Monitoring (UAM) analysts struggle to keep pace
with the ever-changing threat environment, compounded by the overwhelming volume of log
data that must be monitored for indicators of compromise or anomalous behavior on command
networks. The task of detecting anomalies within large, heterogeneous datasets is further
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complicated by the inherent noise from existing toolsets, making continuous monitoring and
early detection of cyberattacks and potential insider threats a formidable challenge. Current
methods for identifying and responding to threat indicators are reactive in nature, cognitively
intensive, or limited in their application to only a few aspects of the Information Technology (IT)
threat landscape.

The Advanced Development subgroup and its end users seek innovative research and
development solutions that leverage artificial intelligence (Al) and machine learning (ML) to
analyze user activities and detect behavioral anomalies by using cyber threat detection and
monitoring methods to aid with analyst decision-making/insider threat incident triage and
response. Proposed solutions should specify whether they plan to address problem 1, problem 2,
or both.

Problem 1. Innovative concepts and solutions to inject AI/ML automation into existing network
defense processes (e.g., user activity monitoring, system monitoring, anomaly detection, incident
response, etc.) to not only augment the Cyber Operations Force (COF) community but also
identify patterns across the DOD Information Network (DODIN) systems to create greater
efficiencies and visibility.

Problem 2. Solutions that automatically triage and dynamically assess vast amounts of user
activity/keystroke logging data in real time to identify complex patterns and anomalies that
enable UAM analysts within insider threat programs to quickly detect, assess, forecast, and
mitigate malicious threats or high-risk activities on U.S. government networks. Proposals should
address how solutions will connect to legacy UAM systems and current UAM toolsets to assess
historical and streaming data, and how the solution will adapt to changing threat environments
and prioritize events in the context of the insider threat key risk indicators (KRI) and identified
organizational priorities such as suicide prevention, illicit drug use, and other harm-to-self
indicators. Specifically, solutions should address methods to assist in rapid triage of the vast
number of system-triggered events, with a goal to assist the human UAM analyst to rapidly
discard false positives and identify the truly meaningful indicators of anomalous, high risk, or
suspicious behavior (i.e., the “needle in a haystack’). More importantly, unlike traditional
cybersecurity-focused User Activity Monitoring (UAM) or User and Entity Behavior Analytics
(UEBA) tools, the proposed solution should monitor concerning indicators such as users
exhibiting signs of distress or expressing harmful intentions towards themselves or others. The
goal is for the insider threat program to accurately identify indicators and users with an elevated
risk prior to incidents to alert leadership and rapid response teams, so they can provide assistance
in mitigating the crisis or issue(s).

Proposals should address data constraints that may hinder testing of AI/ML solutions and
identify approaches to ensure proposed solutions can operate effectively even when faced with
incomplete or constrained test data.

Any proposed solution that leverages information technology to transmit, process, and/or store
government data shall comply with DOD Instruction 8510.01, Risk Management Framework
(RMF) for Department of Defense systems, and integrate cybersecurity principles into the
overarching systems engineering process. See Section 2.11 of this BAA for more information.
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5.3. Chemical, Biological, Radiological, Nuclear, and Explosives (CBRNE)

R5207 Software Tool to Evaluate CB Recipes

The Department of Defense (DoD), in support of its mission to counter chemical and biological
threats, seeks a software tool trained on validated Chem-Bio datasets to evaluate and enable the
rapid assessment of the viability of chemical and biological (CB) recipes, attribute sources of
known methodologies, and determine whether a given recipe could feasibly be used by an actor
with a specified level of technical skill to produce a CB threat. This tool will henceforth be
referred to as the Chemical and Biological Sentinel Tool or “tool.”

The tool shall assess recipes that describe the acquisition, production (cultivation/expansion),
and/or processing (purification/concentration) of chemical and biological threat agents that could
be used in an attack. Biological threat agents include toxin-based agents and traditional
biological agents. Chemical threat agents include chemical warfare agents, toxic industrial
chemicals, and other small molecule threat agents. The base of the contract shall develop the
system to include the threshold (T) biological and toxin materials listed in Table 1 and shall have
a flexible architecture to allow future expansion to include other threat materials. It is desirable
for the system to include the objective (O) threats listed in Table 1. Although the contract will be
structured to focus on biological and toxin recipes before considering the chemical recipes, a
competitive proposal shall include the assessment of both chemical and biological recipes.

Biological and Toxin ~GFI Recipes Per Material
Material
(T) Abrin 25
(T) Bacillus anthracis 35
(T) Botulinum Neurotoxin 20
(T) Nicotine 150
(T) Oleander cardiac 100
glycosides (e.g., oleandrin)
(T) Ricin 25
(T) Yersinia pestis 60
(O) Coxiella burnetii 7
(Q Fever)
(O) Eastern Equine 16
Encephalitis Virus
(O) Venezuelan Equine 0
Encephalitis Virus
Table 1
Chemical Material ~GFI Recipes Per Material
Cyanogen Chloride 50
Fentanyl 25
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Hydrogen Cyanide 25
Hydrogen Sulfide 25
Phosgene 40
Phosphine 30
Potassium Cyanide 25
Sarin 40
Strychnine 50
Sulfur Mustard 40
Table 2

Note: Column 2 in Tables 1 and 2 lists the approximate number of recipes per material available
as GFI. Most of the recipes are originally in English, and the foreign language recipes have been
translated to English. Some recipes include images. Recipes are unclassified and are either in
word or pdf documents. The recipe assessments are classified and are in excel format. Unique
recipes have been assessed for their effectiveness; however, they have been accessed from a
success vs failure perspective not considering the skill level required. Distinguishing between
skill levels is required of this software tool.

The tool shall be capable of analyzing, judging, and providing validation of both existing and
newly developed CB recipes, assessing their feasibility, and approximating expert evaluations
with minimal reliance on subject matter experts (SMEs). It shall enable new data ingestion and
continuously learn from such data, improving over time and adapting to evolving CB threat
methodologies. The tool shall be able to learn new or additional methods for the acquisition, and
production from additional uploaded training data, including methods that have been assessed by
an expert.

The Chem-Bio Sentinel Tool shall provide objective assessments by evaluating the technical
completeness and feasibility of chemical and biological (CB) recipes. The tool shall assess
whether a recipe provides enough detail for users of varying expertise, from basic to advanced,
to follow successfully and produce or process a CB agent. The tool shall analyze key parameter
ranges including pH levels for buffer solutions, temperature ranges, reagents and reagent
concentrations, and required instrumentation, to determine feasibility. Additionally, the tool shall
assess whether key steps are missing or ambiguous and whether a technically skilled actor could
reasonably troubleshoot and correct any deficiencies.

Competitive proposals shall use an iterative or agile software development approach that allows
DOD and Other Government Agency (OGA) end users to test and evaluate milestone software
releases (e.g., alpha, beta) and provide guidance on software performance and alignment with the
desired end-state. Typical end users may not be subject matter experts.

The Chem-Bio Sentinel Tool shall:

e (T) System Inputs: Users shall input a recipe by uploading pdfs, Microsoft Word or Excel
files, images/screenshots, text, graphics and/or schematics, and a single recipe may
include multiple documents. Users shall be able to input recipes individually or in
batches.
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e (T) System outputs: The tools output shall identify shortcomings in the recipes (e.g.,
missing steps or equipment, ambiguous instructions, impractical ingredients, incorrect buffers
solutions or temperatures or scientific inaccuracies) and grade the recipes with a confidence
score for 3 different levels of technical skill (a score of amateur, intermediate (equivalent
to a bachelor’s degree of knowledge), and advance (PhD-level of skill).

e (T) Cybersecurity Compliance: Chem-Bio Sentinel shall comply with DOD Instruction
8510.01, Risk Management Framework (RMF) for Department of Defense systems, and
integrate cybersecurity principles into the overarching systems engineering process. See
section 2.11 of this BAA for more information.

e (T) Usability: The tool shall operate as a web-based interface hosted on an accredited
cloud platform authorized for classified information processing and shall be accessible
across government systems without reliance on specific hardware, mitigating challenges
associated with standalone applications. The tool shall be compatible with standard
Government desktop environments and require minimal user training for seamless
integration into existing workflows.

e (T) Scalability and Accreditation: The tool shall be scalable for deployment on
standalone systems or accredited cloud platforms authorized for classified information
processing. It shall be capable of operating on:

o Impact Level 4 (IL-4) end user selected enclave (e.g., Government network,
cloud, or enterprise server).

o Receive accreditation and deploy software with Authority to Operate on an
Impact Level 6 (IL-6) selected enclave (e.g., Government network, cloud, or
enterprise server).

e (O) Attribution and Origin Analysis: Identify the likely origin of CB recipes, whether
from novel synthetic methods, existing techniques, or terrorist recipes that have been
added to the tool’s repository of recipes from the World Wide Web, Dark Web, or social
media platforms. Provide insights into potential sources and the level of confidence in
these attributions to inform investigative efforts. The tool’s output shall identify portions of
the input recipe that are similar to existing recipes in the database and specify which recipes the
input recipe most closely resembles.

e (O) Historical Data Preservation: The tool shall include a structured repository of
SME-evaluated and lab-tested CB recipes, enabling users to query past evaluations. The
tool shall allow users to retrieve insights such as the number of recipes analyzed for a
given CB agent, their assessed feasibility across different expertise levels, and variations
found in different languages. This repository shall enhance accessibility for future
analysis and decision-making.

Base Contract Deliverables:
e Deliver a Chem-Bio Sentinel Software Tool ready for operational testing and evaluation
(OT&E) and fully integrated on a SECRET level, Government cloud platform.

Contract Options:

e Support for three (3) months of operational test and evaluation with selected DOD and
other federal government end users to correct underperforming features, resolve software
stability issues, and issue necessary software patches for improved operational readiness.

e Support for twelve (12) months of support for maintenance and necessary software
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patching.

e Develop language translation capabilities that will enable translation of recipes from 5
different languages.

e The vendor shall deliver a basic training manual outlining the tool’s functionality, key
features, and operational guidelines.

e The vendor shall provide an operator’s manual with detailed instructions on system usage,
troubleshooting, and maintenance.

e The vendor shall conduct hands-on demonstration for end users to ensure effective
adoption and integration of the tool into operational workflows.

e The vendor shall provide training sessions, either in-person or virtual, at a location to be

determined, ensuring end users receive comprehensive instruction on the tool’s

functionality, key features, operational guidelines, system usage, and troubleshooting.

Expand the tool to include 10 additional biological threats.

Expand the tool to include 5 additional biological threats.

Expand the tool to include 5 additional biological threats.

Expand the tool to include the 10 chemical threats listed in Table 2.

Expand the tool to include 10 additional chemical threats.

Expand the tool to include 5 additional chemical threats.

Expand the tool to include 5 additional chemical threats.

Government Furnished Information (GFI): The Government will provide a table listing
available data during Phase 2 of the solicitation. The full dataset, which has already been
translated into English, will only be provided after contract award. The dataset has been assessed
at a single expertise level, not across multiple levels of expertise. Vendors shall expand this
analysis to account for varying expertise levels as part of their solution development.

The Government seeks a firm-fixed-price proposal with a base contract period of performance of
less than eighteen (18) months.
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